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CiTR!X’ XenApp

@ Common Components

@ Server Components

Q Back @ Exit

List options to install server and client components.
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CITRIX" XenApp

\i@ User Profile Management
E§ Provisioning Services
@ Application Performance Monitoring

E; Power and Capacity Management

E} Additional Features

Q Back & Exit

List options to install Smartauditor and Single Sign-On components.
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CiTR!X' XenApp

9 Smartauditor

@ Single Sign-On

@ Back & Exit

Single Sign-On components,
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CiTR!X‘ XenApp

E% Central Store

@ Single Sign-On Service
@J Single Sign-On Plug-in

0 Back @ Exit

List options to create your central stores.
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l |
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@ Back & Exit

Create and prepare an NTFS network share for your Single Sign-On
central store,
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CITRIX" XenApp

Q

:‘> Central Store

Single Sign-On Service

0

Single Sign-On Plug-in

o Back

@ Exit

Install Single Sign-On Plug-in on this computer.
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4 Citrix Single Sign-On Plug-in Setup

CiTRIX

Welcome to the Citrix Single
Sign-0On Plug-in Installation
Wizard

Citrix recommends that you exit all Windows programs before
running this installation program.

Click Cancel to exit this installation program, then close any
programs that are running. Click Next to continue the
installation.

Warning: This program is protected by copyright law and
international treaties,

Unauthorized reproduction or distribution of this program, or
any portion of it, may result in severe civil and criminal
penalties, and will be prosecuted to the maximum extent
possible under law.

< Back I MNext = I Cancel




‘% Citrix Single Sign-On Plug-in Setup

License Agreement

°
You must accept the terms of the license agreement to continue. Use C|TRIX'
the scroll bar or Page Dowwn key to read the entire agreement. )

CITRIZ(F) LICENSE AGREEMENT -]
Except as otherwise set forth below, use of 35PR and A ccount Unlock Functionality
(the “Component™) is subject to the Citrix license coveting Xendpp Platinum with
which you received this component. If you purchased this component as a
standalone product (as previously available), your standalone product license
contites to apply.

Component limitations on use:

This Component is provided under a User licensing model (itrespective of the
licensing model of your XenApp Platinum). This Component may be used only in an
environment including your XenApp Platinum and may be used in disconnected
mode for a maximum of 365 days. You may install the Component on as many L]

(%" 1 accept the license agreement
" 1do not accept the license agreement

< Back I Mext = I Cancel
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‘@ Citrix Single Sign-On Plug-in Setup

Central Store configuration

Enter Central Store configuration data. CiTRIX'
8

Select the type of Central Store

" None
(" Microsoft Active Directory

*NTFS Network Share

Wtral Store:

\\xenapplicitrixsyncd|

< Back I Mext = I Cancel I
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% Citrix Single Sign-On Plug-in Setup

Component Selection °
Select the components that you want to install. C|TR|X'
O

Components:

Component I Action
[ pata Integrity

O self-service

Java Install
O German language Pack
O spanish language Pack
O French language Pack
M §)apanese language Pack
Simplified Chinese language Pack Install

Description:

Japanese language support package Z|

< Back I Next = I Cancel |
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‘% Citrix Single Sign-On Plug-in Setup

Ready to Install ®
The wizard is ready to install the following components. -
CITRIX
Components:
Component Action =

: Java Install
—simplified Chinese language Pack Install

Click Mext to begin the installation. Click Cancel to exit the installation.

< Back I Mext = I Cancel




G Citrix Single Sign-On Plug-in Setup

CITRIX

Installation completed
successfully.

Summary:
B2
. Citrix Single Sign-On Plug-in
: Receiver Experience
[T vCredist 9.0 RTM %64
~.[ ] vCredist 9.0 RTM %86

Yiew Log

< Back I Finish I Cancel
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3. BEcE Single Sign-On

FTFF Citrix Appcenter

@ Citrix AppCenter
[ search
(75 My views
= a Citrix Resources
[ 2 Configuration Tools
3 Hotfix Management
= @ Xendpp
S 53 xa-farm
& Administrators
E} Applications
:_’? History

@ Load Evaluators

Policies
[=) Servers

(25 worker Groups
(%9 Zones

Change display

("%} Load Balancing Policies

€2 single sign-on CiTRIX'

Information | Contents |

Citrix Single Sign-On provides password security and ente
single sign-on access to Windows, Web, and host-based

applications. Users authenticate once and Single Sign-On
rest, automatically logging onto password-protected infor
systems, enforcing password policies, and even automati
user tasks such as password changes. Efficiency is furthe
with self-service password resets, and fast user switching
workers in shared workstation environments to change u:
seconds. Single Sign-On makes connecting to applications
and more secure, while reducing help-desk support costs
much as 25 percent.,

>

onfigure and run discover: started

» E your XenApp deployment, you must first run the discovery process to estz

View
our deployment and this consale,
Refresh and run discovery
Hel
2 ore

Click on the link below to learn more about Single Sign-On and how it could benefit you

Get more product information 5

< | i3
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L)
CITRIX'

Welcome

This is the discovery wizard for the AppCenter console. |t will guide you through the discovery
Steps process.
* Welcome

Before using AppCenter, you must run discovery to establish contact between items in your

Configure Discovery deployment and the console.

Single Sign-On Select Nexst to continue or Cancel to stop the discovery process.

|dentify Central
Store

Select encryption
method

Configure Data
Integrity Options

Preview Discovery

Discovery Proaress

[~ Skip this screen in future

Mext > I Cancel |

L)
CiTRIX'

Identify Central Store
|dentify your central store type and its location

Select the central store type for your Citrix Single Sign-On environment.

" Active Directory
Configure Discovery Specify the domain controller you want Citrix Single Sign-On to bind to
Single Sign-On when writing ta the central store.

I.L":.r[_v wiiteable domain controller 'I

> Identify Central
Store
5 de _NTFS network share
Select encryption
method Enter the UNC path to the central store of your Citrix Single Sign-On
environment

Configure Data —
Integﬁly Options ‘\Axenapplcitrixsyncy]
Preview Discovery

Discovery Progress

< Back I Next > I Cancel
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Configure and run discovery
CITRIX'

Select the encryption method
Select the encryption method for central store

Steps Select the encryption method to protect your central store data.

v Welcome ! hce this wizard processes this setting, it cannot be changed.

Configure Discovery
e Sion On {+ Advanced Encryption Standard (AES)

v Identify Central Recommended. ‘Woarks with Citriz Single Sign-On 4.8 and above.
Store

r Select encryption
method (" Triple DES (3DES)
Configure Data Works with all versions of Citrix Single Sign-On.
Integrity Options

Preview Discovery

Discovery Progress

< Back I Nest > I Cancel
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1)
CiTRIX’

Configure D ata Integnty Opbions
Configure Data Integrity Options

The Data Integrity Module ensures only trusted parties modify your data.

Steps
v Welcome Current Status :
Conbgaa Disc Data Integrity has not been configured. After completing this wizard the first time,

Data Integrity service changes may only be made using the Data Signing Tool.
Single Sign-On
[~ Enable Data Integrity

v Identify Central
Store — Service Settings
S Enciyption URL: https:// | SddressOfyourServers MPMS /
me
. Service port : | 3
» Configure Data L i
Integrity Options

Preview Discovery

Discovery Progress

< Back I Next > I Cancel
K 16 %A %% Date Integrity ffif, TEIX HERIARIAT




°
CiTRIX'

Preview Discovery
Check the summary configuration information below. To make any changes, click Back. To start

Steps discovery, click Nexst.

v ‘Welcome Single SignOn
" Central Sfore Type: NTFS Network Share [&ctive Directory
v Configure Discovery Authentication)
v Single Sign-On Ceniral Siore L ocation \zenapplhcitrizsync
v |dentify Central Encapplion Method: Advanced Encryption Standard (AES]
Store ; 2
[ Data infegrily: Disabled

nciyption

v Configure Data
Integrity Options

* Preview Discovery

Discovery Progress

< Back I Next > I Cancel |

K17 BEER—%

Configure and run discovery
CITRIX'
Discovery Progress

Use this page to monitor the progress of discovery and check any errors.

Steps
T Discovery completed
v Welcome
v’ Configure Discovery
v Single Sign-On [ Close this wizard when discovery is successful
v Identify Central Errors: Double-click bold items to show additional detail.
Store
Description
v Select encryption
method
v Configure Data

Integrity Options
v Preview Discovery

* Discovery Progress

< Bach I Finish I Cancel
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1) XA (Application Definitons)

@ (;iﬁrix AppCenter

0 seae [ Application Definitions ~ CITRIX'

75 My Views

= B Citrix Resources
= > Configuration Tools Contents IInformation |
3 Hotfix Management ( =

= @ Xendpp
= % xa-farm
&5 administrators
E’; Applications
[:# History
[ Load Balancing Policies
@ Load Evaluators
[ Policies
[ Servers
25 worker Groups
(29 Zones
= Q Single Sign-On
&%) User Configurations

\i/There are no items to display.

# [ Passwordp  Change display v
{15 Identity ye  Savein My Views
Run discovery

Manage templates
Create application definitio

Export application definitions

View »

Copy
Refresh

Help

K 19 BUENTE X

,ﬂ Create Application Definition

Specify the application type and the starting format you want to use.

—Application type
" Windows

" Teminal emulator (HLL&PI)

— Starting format
" Create new

" Create from application template
Application Templates:

INDHE LI
| Start Wizard... I Cancel |
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,:ﬂ Application Definition Wizard

CiTRIX

Identify apphcation

Identify this application definition so you can find it in your central store. Users see this application name and
description in Logon Manager.

Steps ggtsal-lhe-applimlion name:

* Identify application Iedgesight-tesd

Hiiaga e Enter pplication description:

Name custom fields

Configure advanced
detection

Configure password
expiration

Confirm settings

Next > I Cancel
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,ﬂ Application Definition Wizard

CiTRIX

Manage forms
Manage the application forms Single Sign-On Plug-in must recognize for submitting and changing user credentials.

Steps Click Add Form to open the Form Definition Wizard.

v’ ldentify application
» Manage forms Defined application forms: Properties:

Name custom fields

Configure advanced
detection

Configure password
expiration

Confirm settings

//’-’—J_—‘-‘\
addfomn.. | Yedt. | Deee |

Cancel

K 22 & XA form
1. i “USIn Form”;
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8l Form Definition Wizard

CITRIX

Name form

Provide a name for this form and select a type of form to detect. Optionally select redirection and form detection
options.

Steps Eq orm name:

» Name form '“pa'b/

Identify form

Define form actions Logon:form

Configure other settings

Special actions
Confirm settings 5 No special action
" Redirect to Windows application

" |gnore this form when it is detected by Single Sign-On Plug-in

MNext > I Cancel I

23 %\ Form ZFRFESE Form 27
1. EFE form FH
1) Logon form
2) Password change form
3) Successful password change form
4) Failed password change form
2. fRETHN
1 AEE
2) HE[A F| Windows M
3) HEASIIEA SSO I ZWEIXFl form
3. MRHEIANFH ZRIE AN RS HNAT Ay, FEIX BLUAFEH 2 “logon form” Fl “AN4EE”
R fEHHT N0, FTHF IR sl o s 5 S D Re i B R 7

‘ﬂ Form Definition Wizard B3
]
CiTRIX

Identify form
Identify the detection criteria for this form.

Steps Add one or more URLs and fields to identify this form. Select strict URL matching to force the
Single Sign-On Plug-in software to respond only to the exact URLs defined below

v’ Name form

= Select...
* ldentify form —_

— Form identifiers
Define form actions URLs:

Configure other settings

Confirm settings

™ Strict UBL matching Add... Edit Del
I~ Case-sensitive URL

0
R
0

Advanced Matching

Configure advanced matching to detect applications that contain dynamic URLs

Advanced Matching...

< Back I Next > I Cancel




K| 24 85 Form, riii “Select”

'a Web page selector =15} I
< |&] http:/iedgesight! appjsuilogin. ast ~| < E Select the Web page you want to associate with this form. If
@ - I_ Hiecdesy = —[ 4 e I = your Web page is not listed, navigate to that page in the browser
, ) and click Refresh. You can also select the specific frame or
Favorites | 3 ery v Java applet.
@ Edgesight Server - Log On | | X v B - 0 e - Pagev Safety - Available Web pages

Welcome!
To access EdgeSight Server, enter your credentials.

I~ ShowJava applets Refresh

Selected Web page detals:

URL:
http: //edgesight/edgesight/app/suilogin. aspx

Cancel

Y
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/S Form Definition Wizard

CiTRIX

Define form actions
Define actions that are required for Single Sign-On Plug-in to submit credentials to the form.

Steps Click the links below to configure the credential fields and buttons. Additional actions can be
added using the Action Editor.
v’ Name form
v Identify form Credential fields and button status: )
& Diafirss foii scticas 5 TTsemame/ID Not Configured Set/Channe—=
Configure other settings m ok Conf!gured Sel/Channg—==
3 . - Custom Field 1 Mot Configured Set/Change
Confirm settings ¥ Custom Field 2 Not Configured Set/Change
GOR Not Configured Set/Change
—Action sequence
Actions iiil'arget | Value ‘
Action Editor... |
< Back I l Cancel I
26 7€ X form HIATAH
bk A

gEEFRATHMERN ], FEIX Bk £ X “Username. Password. OK” 3 M&ff, Adi%H
JE I “Set/Change” #t47T & X (GEE, WA HAGERE, WRXHEEHITIH); &
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L4 l{g, http://edgesight/=daesic Bing
J®l Configure Field Text [_]

Select the field to receive the value for the following:

Favorites ‘ = Suggeste

€ Edgesight Server - Log On 5 Usemame/ID

\web fields:

Frame Field Value

a aspnetForm ctiD0$mainContent$...  “*HIDDEN **

Welcome!
To a

< |2
I~ Use ordinals as field names Befresh

[7a v [®i00% ~
K 27 & X “Username” =4

[ LTO /&P Internet | Protected Mode: OFf

onfigure Field Text

Favorites ‘ =5
& Select the field to receive the value for the following:
€ EdgeSight Server - Log On

Password
‘Web fields:
Frame I Form I Field Name I Field Value I Field Type I
0 aspnetForm ctio0$mainConte. Text

™ Use ordinals as field names Refresh

Yo 1@ Internet | Protected Mode: Off 4 v [ H100% v 4

28 E X “Password” fE{f

_ onfigure Submit Button

Favorites ‘ =

& Select the field to receive the value for the following:
(€ EdgeSight Server - Log On

+f 0K

Web fields:

Frame [ Form | Field Name [ Field Value | Field Type
0 aspnetForm 4 http://edgesight...  Link-Button

pnetForm H Submit

Welcome!

I~ Use ordinals as field names Refresh

I i 7.71 3 Internet | Protected Mode: Off 3 v | H100% -
o | ) 7

K29 X “OK” f%EfF




,:ﬂ Form Definition Wizard

o
CiTRIX
1
Define form actions
Define actions that are required for Single Sign-0On Plug-in to submit credentials to the form.

Steps Click the links below to configure the credential fields and buttons. Additional actions can be
added using the Action Editor.
v’ Name form

v Identify form Credential fields and button status:
» Define foim actions \3 Username/ID Configured Set/Change
Gl bl seings i/ Passworc{ Conflgun?d Set/Change
) ) X Custom Field 1 Not Configured Set/Change
Confirm seltings # Custom Field 2 Not Configured Set/Change
+f 0K Configured Set/Change

—#Action sequence

Actions Target

Set Control Text Frame: 0, Form: aspnetForm, Control ID: cti00$mainContent$cti04$txtE mail
Set Control Text Frame: 0, Form: aspnetForm, Control ID: cti00$mainContent$ctiDd$txtPassw
Click Button Frame: 0, Form: aspnetForm, Control ID: ctiD0$mainContent$btnSignin

< | i3

Action Editor... I

< Back I Next > I Cancel I
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':ﬂ Form Definition Wizard [ %]
2
CiTRIX

Configure other settings

Configure the settings on this page or in the advanced settings properties to specify additional instructions Single
Sign-0n Plug-in needs to follow when it recognizes and processes this form.

Steps Automatic submit

Ko [V Submit this form automatically
wame rom

v
v’ |dentify form
v Define farm actions

» Configure other
settings

Confirm settings

< Back I Next > I Cancel
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/Sl Form Definition Wizard [X]
°
CITRIX

Confirm settings
Review your settings below and check for accuracy.

Steps E 'Zl I =

v’ MName form B Basic Properties
v Identify form Action Sequence [Collection)
o Autormatically Submit Credentials to the Spp’ Yes
v’ Define form actions e URL No
v’ Configure other settings form01
. . Form Type Logon form
> Confm settings GUID db-ecad-4fd2-ad3e-9192a539b67¢
Ignore This Form
Java &pplet Main Class Name
Java Applet Match
Redirect To Windows &pplication No
Selected URLs [Collection]
Strict URL Matching No
Web Match
Form Name

Indicates the name of web form.

< Back I Finish I Cancel
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,-ﬂ Application Definition Wizard

CiTRIX

Manage forms
Manage the application forms Single Sign-On Plug-in must recognize for submitting and changing user credentials.

Steps Click Add Form to open the Form Definition YWizard.
v |dentify application
» Manage forms Defined application forms: Properties:
———— =hll=
Configure advanced El Basic Properties
detection Action Sequence  [Collection)

: Automatically Subr| Yes
Configure password Case-Sensitive URL No

expiration =
5 ; Form R form01
Confirm settings Form Type Logan form
GUID d618e1dE-eca3-4fd2-ad3
Ignore This Form | No
Java Applet Main C
Java Applet Match

Redirect To Windoy No
Selected URLs [Collection)
Strict URL Matching No

Web Match

Form Name
Indicates the name of web form.

AddFom.. | Edt. | Delete |

< Back | Next > I Cancel
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,ﬁ Application Definition Wizard

CiTRIX
===

Name custom helds
If this application requires them, specify the text labels for your custom fields.

Steps You have not specified any custom fields for this application.

v |dentify application ;
Enter label to use for custom field 1:

v’ Manage forms

™ Nomo crstomhelds Enter label to use for custom field 2:

Configure advanced ]
detection

Configure password
expiration

Confirm settings

< Back I Next > I Cancel I
Kl 34 78] 30 A E R, BHIET

,a Application Definition Wizard

CiTRIX

Configure advanced detection
Customize response to forms for this application.

Steps Use these settings to force Single Sign-On Plug-in to ignore subsequent logon or password

change forms during an application session when a logon or password change has already

v |dentify application been processed.

v’ Manage forms 3 : e
[~ Process only the first logon for this application

v’ Name custom fields

) ™ Process only the first password change for this application
» Configure advanced
detection

Configure password
expiration

Confirm settings

< Back | Next > I Cancel I
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,:ﬂ Application Definition Wizard

L)
CITRIX
|

Configure password expaation

Specify the password expiration settings for this application.

Steps

Identify application

™ Bun script when password expires
MName custom fields

Specify the password espiration settings for this application. Citrix Single Sign-On expiration
policy is enforced only if it is enabled in the password policy associated with this application.

v
v Manage forms
v
v

Script path;
Configure advanced |
detection
* Confi ord - - . -
e:;'f::: P I” Use Citrix Single Sign-On expiration wathing

Confirm settings

< Back I Next > I

Cancel

K] 36 Mt & password K%L,
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‘.ﬂ Application Definition Wizard

CiTRIX

Confirm settings
Review your settings below and check for accuracy.

Steps

E Advanced Properties
Application Forms
ess only first change password

v’ |dentify application

v Manaage forms

only first logon
= Basic Properties

Application Description

v’ Name custom fields

v Configure advanced
detection

Application Name
v’ Configure password

: Application Type
expiration

Label for custom field 1

Label for custom field 2
= Password E xpiration

Run script when password expires
Script path
Use Citrix

» Confirm settings

Single Sign-0n expiration warning

[Collection)
MNo
No

edgesight-test

Application Name
Indicates the name of application.

K 37wk OMHE BAER A,

< Back I Finish I

Cancel
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@ Citrix AppCenter
Ld Search
5 My Views
S| Citrix Resources
[ % Configuration Tools
ﬂ Hotfix Management
= @ Xendpp
=] ﬁ xa-farm
&5 Administrators
=} applications
:’f History
(" Load Balancing Policies
@ Load Evaluators
[ Policies
[ Servers
(25 worker Groups
(%9 Zones
= Q Single Sign-On
fj User Configurations
&= [ Application Definitions
@ edgesight-test
Password Policies
& [ Identity Verification

@ Application Definitions CITRIX

Contents I Information I

rApplil:ation Definitions items in Application... Choose colurnns |

«| | »

1 item selected

@ edgesight-test

Information | Contents l

Name: edgesight-test
Description:

Application type: Web

Last discovery time: 12/28/2011 11:04 AM

P 38 & SO 5k

2) EXH )P (Users Configuration)

@ Citrix AppCenter
[ search
@ My Views
= Citrix Resources
= [#% Configuration Tools
3 Hotfix Management
= @ Xendpp
=] ﬁ xa-farm
& Administrators
E} Applications
‘»f History
(" Load Balancing Policies
@ Load Evaluators
[ Policies
[ Servers
(25 worker Groups
(%9 Zones
= Q Sﬂi’ljgle Sign-On

= D Application

@ edgesic
&3} Password F
& [t Identity Ve

Run di

il Change display
Save in My Views

Add new user configuration

@ User Configurations CITRIX

Contents IInformation | Synchronization I

j,) There are no items to display.

Other Tasks

View

Copy
Refresh

Help

|U items
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°
CiTRIX'

Name user configuration
Define this user configuration and associate these settings to one or more users.

Steps Enter a name and a description for this user configuration.
* Name user Name:

configuration edgesight-user

Select product edition Description:

Choose applications I

Configure plug-in —User configuration association
interaction
Specify how you will associate this user configuration to users:
Configure licensing

clive Directory Hierarchy (OU or User)

LDAP://dc.test.com/CN=Users, DC=test, DC=com Browse ... I

" Active Directory Group

|

Select data protection
methods

Select secondary data
protection

Enable self-service

R There are no items to display.

Locate service modules

Key Management

Module
Provisioning Module
. 2 Add Hemove
Confirm settings
Next > | Cancel I
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°
CITRIX'

Select product ediion
Select the Citrix Single Sign-On product edition that coresponds to your Citrix Single Sign-On license.

Steps Select the product edition for this user configuration. Visit citrix.com for a list of features
supported by each product edition.

v’ Name user configuration

» Select product ediion 5
Product edition:

Choose applications Xendpp Platinum Ll
Configure plug-in Sel it
interaction
Confi i : Single SigrrOr Erteiprise
onliguie:ieensing Single Sign-0On Advanced
Select data protection
methods

Select secondary data
protection

Enable self-service
features

Locate service modules

Key Management
Module

Provisioning Module

Confirm settings

< Back I Next I Cancel
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Choose apphications
Add application groups to this user configuration.

Steps Add application groups for this user configuration. Application groups are managed by one
password policy that is applied to all of the applications in the group. You may also add
v Name user configuration application groups at a later time.

v’ Select product edition

Application Group Name I Password Policy I

» Choose applicabons

Configure plug-in
interaction

Configure licensing

Select data protection
methods

Select secondary data
protection

Enable self-service
features

Locate service modules

Key Management
Module

Provisioning Madule
Add .. | Edit. | Hemove

Confirm settings

< Back I Mest > I Cancel |
Kl 42 WS hnix —4 A P e — AN AR T AR sl Cusin”

New Application Group

Enter th ication group hame:

edgesight-app-test-group

Enter description:

Select password policy:
I Default Policy L]

[ Make this application group a password sharing group

Select applications:
Selected Applications |
t

Available Applications I <
= ht

| 0K I Cancel I
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Choose apphcations
Add application groups to this user configuration.

Steps Add application groups for this user configuration. Application groups are managed by one
password policy that is applied to all of the applications in the group. You may also add
v Name user configuration application aroups at a later time.

v’ Select product edition

» Choose applications

Configure plug-in
interaction

Configure licensing

Select data protection
methods

Select secondary data
protection

Enable self-service
features

Locate service modules

Key Management
Module

Provisioning Madule

Add .. Edit ... Remove

Confirm settings

< Back I Next > I Cancel
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Configure Single Sign-0On Plugin interaction
Customize the Single Sign-On Plug-in behavior for this user configuration.

St ;
o3 [~ &llow users to reveal all passwords in Logon Manager

Name user configuration

2 Eorce re-authentication before revesling user pas

v

v Select product edition ; : :
) IV Allow users to pause Single Sign-On Plug-in

v

Choose applications
IV Automatically detect applications and prompt user to store credentials

v

Configure plug-n
interaction . . . . .
[V Automatically process defined forms when Single Sign-On Plug-in detects them
Configure licensing

Select data protection

fathods Time between re-authentication requests:

I 03: days g~ hours I 03: minutes

Enable self-service Advanced Settings ...
features

Select secondary data
protection

Locate service modules

Key Management
Module

Provisioning Module

Confirm settings Quick Help:

=
hd|
< Back | Next > I Cancel l
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User Configuration Wizard [ <]

CiTRIX

Configure licensing

Select licensing model and license server communication for this user configuration.

Steps

Name user configuration

Select product edition

X, N W K
a

Configure plug-in
ction

v

Configure licensing

Select data protection
methods

Select secondary data
protection

Enable self-service
features

Locate service modules

Key Management
Module

Provisioning Module

Confirm settings

Specify the license server name, port humber, and licensing model for this user configuration.
For licensing information, see Citrix eDocs

i License server address

License server ndme: |CITHIX4lest.cM

IV Use default port  Port number. |27000

— Licensing model

€ Named User Licensing
Disconnected mode period:l 21 3: days I UE hours I ':‘E: minutes

¢ Concurrent User Licensing [Enterprise and Platinum Edition only)

[~ Allow license to be consumed for offline use

Disconnected mode period: I DEZ days I 132 hours I ._3:[!31 mihutes

I Continue without validating licensing information

Buick Help:

Specifies the name and port number of your Citrix License Server. If the license server information is
unavailable, Single Sign-On Plug-in will not function.

=
1

< Back I Next > I Cancel
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User Configuration Wizard [ X |

CITRIX'

Select data protection methods

Select the primary data protection methods to use to protect your users' credentials.

Steps

MName user configuration

Se

lect product edition

v
v
v Choose applications
v

Configure plug-in
interaction

v’ Configure licensing

v

Select data protection
methods

Select secondary data
protection

Enable self-service
features

Locate service modules

Key Management
Module

Provisioning Module

Confirm settings

Do you need to regulate account administrator access to user data? Your response will
guide your data protection choices. More...

* Yes

o No

— Data Protection Methods

& For improved user experience upon logon events, please select all data protection
*
methods that apply. Mare...

IV Users' authentication data
I~ Allow Smart Card PINs
[ Allow protection using blank passwords

[™ | Microsoft Data Protection &) (requires roaming profil

I™ Smart Card Certificate: (only: available with the Triple DES encyption: method)

rd Manager 4.1 and pres

Use data protection &z in P
& galesnl
yption method]

available with the Triple BES

s [only

Smart Card key source;
Smart Card Data Protect L]

K a7

< Back I Nest > I Cancel
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Select secondary data protection
Select secondary data protection options.

Steps When a user's primary data protection changes [for example, a user's domain password
changes or Smart Card is replaced), the nest time the user logs into Windows, you can

Name user configuration ask the user to re-authenticate to Single Sign-On before unlocking the user's credentials
for applications. Specify whether you want users to verify their identity for added security.

v

v Select product edition
Choose applications e S

Y- eose appicatiars " Prompt users to verify identity

v

Configure plug-in

interaction ' Prompt user to enter the previous password
oo Caution: When previous password is the only method available, users who
v’ Configure licensing 3 2 3
- - forget their password will be locked out and must re-enroll their secondary
v Select data protechion credentials.
methods " Prompt user to select the method: previous password or security questions
» Select secondary data I™ | Use identity verification as in previous s of Password Manaager
protection ) : :
£ Do not prompt users; restore primany data: protection autematically’ over the: network

Enable self-service s
featuies Requires the Key Management Module
Locate service modules

Key Management
Module

Provisioning Module

Confirm settings

< Back I Next > I Cancel I

K 48 $eon I S YA 3, —REGARIN], BT 5

L)
CITRIX'

Enable self-service features
Select the self-service features you want to offer your users.

Steps Self-service features allow users to reset their Windows passwords or unlock their domain
accounts without administrator intervention. These features insert a button on the Windows
v Name user configuration logon dialog box that enable users to access these options.
v 38 [T Allow users to reset their primary domain password
v [~ Allow users to unlock their domain account
v’ Configure plug-in Note: These features require the Key Management Module. For more information, see the
interaction product documentation.
v Configure licensing
v’ Select data protection
methods
v Select secondary data
protection
» Enable self-service

features
Locate service modules

Key Management
Module

Provisioning Module

Confirm settings

< Back | Mext > I Cancel
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Key Management Module
Provide the service location for the Key Management Module.

Steps The Key Management Module is required for service-based data protection and self-service
features.
v Name user configuration
v ot prodiict edition —Service location
v Choose applications One or more of the features you selected requires the Key Management Module. Provide
the service address below.
v Configure plug-in
Interaction URL: https:#/ l'f."ﬂ'.ddn:*::‘..;‘.lilh'l:u.u'Ser'-far’:\ /MPMService/
v’ Configure licensing 2 =
Service port: I 443
v S ata protection
me ™ Continue without validating semvice location
v ! econdary data

protection

v Enable self-service
features

Locate service
modules

> Key Management
Module

Provisioning Module

Confirm settings

< Back I Next > I Cancel I
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Provisioning module
Provide the service location for the Provisioning module.

Steps Provisioning allows you to import, modify, and remove credentials associated with users in this
user configuration.

v MName user configuration

Select product edition I”" Use provisioning
se applications —Service location
v :i“;g’[’.;i"t’]";_]piu9"” Pravisioning requires the Provisioning Module. Provide the service address below.
v Configure licensing UBL: https:// I;‘,:L..j.j[

ct data protection

Service port: 443

[™ | Continue without validating service locatioh

Locate service
modules

v Key Management
Module

> Provisioning M odule

Confirm settings

< Back I Next > I Cancel
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Confirm settings

Review your settings below and check for accuracy.

Steps 21 I =]
v Name user configuration Bl AccountAssociation =l
. clation default domain
v Select product edition tion default service address
v’ Choose applications counts No
v’ Configure plug-in i domi ! L]
interaction st No
No A
v Configure licensing No
data protection Mo
$ E Application Support
Detection of client-side application definitions | All applications
Enable support for terminal emulators No
Number of domain name levels to match 99
v Enable selfservice [Time interval in which Single Sign-0n Plug-in checks the terminal emulator for changes|
tataes B Basic Plugin Interach
v Locate service modules Allow users to pause Sign-On Plug-n | Yes
v Key Management oids-i Logan'ti No
Madule and prompt | Yes
Force re-authentication before revealing user | Yes
v Provisioning Module Submit application credentials auto ly Yes
» Confirm settings Time between re-authentication requests 8 hours =
Account association defauk doman

< Back I Finish I

Cancel
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Information I Servers | Configured Users | Connected Users | Current Settings |

ﬂ Hotfix Management Name: EdgeSight
= @ XenApp Type: Installed Application
= 25 xa-farm Status: Enabled
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1= licati Required Encryption: Basic
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Remember this password? %
Site: EdgeSight Server - Log On

Remember Not Now Never

K 53 ARG, #H “Remember this password” XFiEHE, %5 “Remember”

) Citrix Receiver ) X l

275 Did Citrix Single Sign-On identify and highlight the logon fields and submit
(_ ) button correctly?

Yes No

54 EFE “Yes”

) New Logon for EdgeSight Server - Log On ' LJ

Provide new logon information
Your logon information for this program is stored in encrypted form.

Username/ID: | test@test.com

Password: | sssssee Reveal

Confirm Password: | YT Y

56 FHXTIEAE, ACE RS ERER
I “Username/ID. Password. Confirm Password”, &t “Finish”
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